Medicines & Healthcare products Regulatory Agency

Y

2 BRE

~ iy

British

Pharmacopoeia l Quality standards

Changes to the way you
manage your users’
access

v 1SO

October 2024 a Williams Lea company



Changes to the way you manage your users’ access

We are updating the way your users access your organisation’s multi-user licence to the

British Pharmacopoeia. This ensures you and your colleagues have personalised accounts to
enjoy features like favourites and news updates. Additionally, you’ll gain more control over your
licence, including:

B Securing your account

Managing access

Promoting others to assist in account management
Downloading usage statistics

Viewing subscriptions
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How this affects your users

Currently, your users access BP Online through a shared username and password, or automatic IP
recognition. From now on your users will have an individual username and password. When you
renew your subscription, our team will assist you in transitioning and agree a date to activate this
change. Once complete, your users will need to follow the details within this guide.

What you need to do
Choose your organisation’s access method

We offer three authentication options for personalised accounts, ensuring minimal disruption and
maximum control over access to your subscription.

Self-registration (Domain)

Enable self-registration for your users via our website using their email address domain and
location for authentication. Simply inform us of your company’s email domains, and we’ll verify
and register them on your behalf. You can then view the registered domains in your admin portal,
accessible under your profile. If needed, you can disable self-registration at any time within your
admin portal.
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Select ‘Manage organisation
domain’

Untick ‘Domain based registration
active status’ and select ‘Update
active status’

Invite Users

‘

Manage organisation domains

This page lists the email domains and licensed countries for your organisation. An email domain is the part of
an email address that comes after the "@" symbeol,

Users from your organisation whose email address domain and country cormespond to details listed below will
be able to automatically register for access 10 your subscription.

Please direct users wishing to access your organisation’s subscription to
hitps:fwwow pharmacoposia comiaccess-your-organisation-subscription where they can register their details.

If you feel the domains listed below are incorrect or you need to add further domains and countries, please
contact us and we will be happy to assist.

If you do not wish to allow your users to self-register based on their domain and location you can deactivate this

below. If deaclivated, users will only be able to link o your account if you invite them through the lnyvite user

page.

. Domain based registrations active status
(cumrently enabled)

Update active status

180.c0.UK UNITED KINGDOM

If you prefer not to grant access to all users with your organisation’s domain, you can invite them
individually or in bulk. You may also need to do this for users who contact you, as their email
addresses may already be registered to another account.

Invite User steps
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Homa nvita usar

Your account Invite user
My profile Invite user to join your organisation’s account and use subscriptions
My orders Email =

My favourites |

Change password

Communication |:| Invite to join as 'Licence Manager"
preferences

Add email and select ‘Invite user’

Logout

Your organisation My Invites

My subscriptions
Name Invited-Email Invited-Date

Manage users

Invite user
Subseription usage
statistics

Manage organisation
domaing

Bulk invite user steps
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Alboust Us jogues Shop News Gel In Touth W OPukcesons | W0 e

Select ‘Invite user’ o=l oo i

My oeders

by tarouscie

Your organisaton

My sutmcrption

Select ‘Submit Bulk Invitation’

(i i)

Download template and complete _
with your users emails e pogues Shop Hews prp— W GPrckaton | B 0 e Sndets

Invite user

12 subacriptions, s can 2 S0ns Inividusll Ling B 1 Below, of

Instructions for inviting an individual

Select ‘Choose file’ and find your
completed template from your
PC files our orgarisaton

My gl ::l Assign as § Licence Manager

Erler T amail 332mes of 18 Ube you S48 13 N8, Yo £3n SE1ign T user 38 3 Lisanca LLSager by cracking he box Batw
ot emiall Make. TRes. sche Sows Hhe 12580 1 MArds Sceras SLEGRmerts rd 3ctess contiod Winin the plamsem

Riedipints emai aodiess *

Select ‘Invite Users’

Z3May2004 ited (As Manager)
Revoke

Invited users will remain listed under ‘My Invites’ until they accept. If you no longer wish for an
invited user to join your account, you may revoke the access from within this list.

You may also choose to invite a user to join your account as a Licence Manager. This will provide
selected users with the same permissions as you.
OpenAthens

Access via OpenAthens remains an authentication option.

Inform your users

We will notify visitors to the site about this change and their role through various onsite and
social communications. However, as we do not know who your users are, we kindly ask for your
assistance in directly communicating this message to them.



Change your username and password

When we transfer your account, you will be required to change your username (this will become
your email) and password to ensure only you can access your account. As your account will now
contain details of your users, it is extremely important to ensure that only you can access it.

If you would like others to help you manage your subscription and who accesses it, you may
promote individuals to a Licence Manager.

What else you can do
Manage your users

To make sure only authorised people can access your licence, you can view all subscription users
within your admin portal.

To help keep your account secure, we have implemented a feature which makes all users re-verify
their account upon login every six months. This will not apply to users accessing via OpenAthens.
If they are unable to access their email account, they will not be able to continue accessing your
subscription.

As an additional step you can also de-activate access for any associated subscription users by
selecting the box next to their name and updating their type.

Inactive users will remain on your list as inactive for a period of six months at which point they will
be deleted from our system, which is non-recoverable.

Users will need to re-register if they wish to re-join, however data such as favourites will be
permanently lost.

You may find that you already have some users listed when your transition. It was previously
possible to create a linked account if required to gain extra permissions or place orders for
BPCRS. These users have been moved over for you and you will need to review and cleanse this
list as required.

Viewing and Deactivating users steps
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Add additional Licence Managers

You may also choose to invite a user to join your account as a Licence Manager role, this will
provide selected users with the same permissions as you. To do this, select ‘Invite to join as
Licence Manager’ when adding a user.

Once accepted you and other ‘Licence Managers’ can manage these users under ‘Manage
users’.



Add additional Licence Managers on Invite Users

Login Login with OpenAthens Register

pdates Get in Touch

Login to your account once you
have been informed that APU has
been activated

oeia 2024

2 official standards for UK
5.

Your name Logout

pdates Get in Touch

Select your profile

peia 2024

2 official standards for UK
5.

g British | _ Logout
':Eg,t Pharmacopoeia | GQuality standards 9
Help =
Hiera
Your account Invite user
My profile Irvine user 10 oin your organisation's account and use subscriptions

My orders Email *

l:l Invite to join as "Licence Manager’

Add email and select ‘Invite to join
as ‘Licence Manager’

Bk Irvdle - fvile User

7
Your orgd My Invites
My subsg

Manage

LEL Invited-Email Invited-Date Hatus

Inite uses

Subscription usage
statistics

Manane arzanisation




Add additional Licence Manager post invite steps

Login Login with OpenAthens Register
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Home / Manage users

Your account Manage users
My profile
My orders 5 users

Select ‘Manage Users’

Search | | Type | A ..| Status | Al .|

e

‘Your organisation Name Email User type

My subscriptions
Licence MJ":\G&.’ Active

Select a user with User type
‘Subscription User’. Change
the drop down to ‘Licence
Manager Users’ and

select ‘Save’:

Manage users
Invite uses |:| Subscription User Active
Subscription usage

statisties |:| Licence Manager Active
Manage organisation

SOme

Licence Manager Active

Licence Manages Active

Selectall Save selected users as: | Sehect wdate type
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Download usage statistics

To see how often your subscription is being used from where or by who, you can retrieve usage
statistics from within your admin portal.

Download report steps
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statistics Your account Subscription usage statistics
My profile Accmes your usage data for insights into user activity and cost-benefit analysi. This report will éetall which
My orders pages wene accessed, by whom, and when, along with session IDs (unique identifiers linked to user acthity
gt during the curment sesslon). With this information, you £an analyse session counts, user nUmbers, and page
My favourites wvisis gver a specified time period.
Change password Use the following form to fiter statistics data.
Communication The maximum éata range that may be queded is 31 days,
. preferencas
User session staned
Enter start and end date and if s ot
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completed select ‘Download report’ o " 1

My subscriptions User session ended |
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Additional guidance
Number of users

There is no limit to the number of users you may register. However your existing licence terms will
remain regarding the number of concurrent users and location. This means there maybe a limit

to the number of accounts that can be logged in at one time and users should only be from the
location(s) agreed.

You may no longer share accounts

Each account will be limited to one login at a time. Registrants of accounts should keep your login
details privately secure.

IP access managed by OpenAthens

IP access is no longer permitted, therefore even if the IP provided to us to register is managed by
OpenAthens this will no longer work and you will need to choose a new authentication method.
You may no longer use proxy servers

Proxy servers are driven by IP, as IP access is being removed it will no longer be possibly to allow
access via Proxy.
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